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From the CMD’s Desk

Cyber Security In India: A Wake Up Call
Terrorism in India. ] Cyber security is very important to protect businesses, governments and

general public at large. The same must be a part of the national policy of a
nation. Unfortunately, cyber security in India is an ignored world. The cyber
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security strategy of India is defective and deficient and is violating the ICT rights
of Indian citizens. There are many factors that are ailing cyber security in India.
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® The consequence of the same can be found in the form of recent breach in key MEA
P . computers where several of its computers were infected by malware.
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Unlike foreign countries, public Initiatives in India are missing. Recently a cyber community joins forces to fight against
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malware that have significant impact upon people’s lives. In the Indian context, we have a very weak cyber law,

O S = negligible cyber security and cyber forensics and almost missing legal enablement of ICT systems. In fact legal
ur services enablement of ICT in India is in doldrums. The already weak cyber law of India has further been degraded by the recent

Computer Forensics amendment through Information technology (Amendment) Bill, 2008. The position is even worst when it comes to
wireless security in India. Wireless security has become a headache due to its misuse by terrorists in India.
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Electronic Sweeping The initiative is also gathering public support so that cyber law, cyber security and cyber forensics capabilities may be

Background Checks established and improved in India. We hope this initiative would prove to be useful for all concerned. At the same time

we also look forward for public support in this regard so that the expertise of millions can be used and applied for the
betterment of Indian citizens at large. Let us rejuvenate Indian cyber law, cyber security and cyber forensics together
Electronic Security side by side and with hand in hand.
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Data security professionals can take every precaution to protect company data, but if they don't also check out their
business partners, sensitive information can be compromised. Last year, most of the external data breaches
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Education Initiatives -

IGNOU, CIl, DGET were related to business partners, such as consultants, data storage firms, and IT support. Companies need to be
vigilant in their access control policies and risk assessments, among other things.

When it comes to protecting sensitive data, companies often overlook the risks stemming from business partnerships. But the risk is real and growing.
Last year, about 39 percent of external breaches were business-partner-related, according to the recent Verizon Data Breach Investigations
Supplemental Report. That's up from “almost none” just a few years ago, says Bryan Sartin, Verizon’s director of investigative response.
Partnership risks are the “fastest growing” data breach trend. Experts who conducts computer forensic investigations, says the growth stems mainly
from business-support partnerships, as opposed to more formal, business-to-business outsourcing relationships. Such
supportive partnerships can include groups of consultants, companies that pick up and store data tapes, and firms that
help with IT maintenance and repair.
What should companies do? To minimize the risk, companies should take a holistic approach to partnership security and
take some immediate steps to strengthen access control policies, say analysts. Companies should boost accountability
surrounding partner’s access, Companies should only grant access to data when strictly necessary.

Another good practice is to ensure that partners are given one-time passwords with clear accountability, but it's also important to follow through and
be sure to deactivate those passwords after the authorized use.







